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Access Control
Reliable and Flexible Security Built for the Modern Workplace

Unlock doors with confidence using Luminys access control solutions. The lineup includes 
PoE-powered controllers, mobile credentials, and scalable multi-door management. Designed 
for businesses of all sizes, Luminys access control products simplify security with real-time 
monitoring, remote access, and effortless deployment. 

Centralized Control
Web-based management interface 

with no additional software 
required. 

Flexible Reader Options
Wide range of readers and 
unlock methods (card, PIN, 

Bluetooth) available. 

Scalable Security
Expand up to 30 doors 

with consistent hardware 
and easy setup.
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Smart Access Technologies
Advanced Features for Enhanced Security

Luminys access control delivers more than just card readers. It provides intelligent features that adapt 
to your security policies and environments. From supervisor oversight to high-security cooperation, 
these technologies ensure every door event is managed with precision and confidence.

•	 Save Time: Built-in server and PoE reduce setup time and labor. 

•	 Stay Secure: Luminys readers are NDAA compliant, accept multiple credential types, and 
have tamper alarms for flexible, proactive security. 

•	 Simplify Management: Unlock remote management with a LumiCloud subscription for 24/7 
access to your system.  

Security should not be one-size-fits-all. Luminys access control lets you choose how to secure 
your site with multiple credential types offered and a centralized management system that is 
easy to expand and maintain.

Pair Luminys access control with video cameras to solve two challenges at once:

•	 Verify instantly who is at the door during an entry event. 

•	 Reduce false alarms by linking card swipes to video clips. 

•	 Strengthen investigations with video and access logs side by side.

What You Gain With Luminys Access Control

Access + Video = One Complete Picture

First-Person Unlock 
Supervisor Oversight
Designate a master credential so doors 
only activate after the first authorized 
card is presented. This guarantees 
supervisors or designated staff open 
facilities first, ensuring oversight and 
accountability.

Multi-Person Unlock 
Team-Based Security
Require two or more users to present 
credentials before a door unlocks. This 
feature is ideal for data centers, labs, 
or high-value storage areas where no 
single person should have access alone.

Anti-Passback 
No Card Sharing
Prevent card misuse by ensuring the 
same credentials must be used to enter 
and exit an area before access can 
be granted again. This closes security 
loopholes and stops card sharing 
between unauthorized users.

Multidoor Interlock 
Sequential Safety
Link two doors so they cannot be 
opened at the same time. This 
feature is essential for server rooms 
or restricted areas where sequential 
access is critical.

Mobile Credentials With No Hidden Costs
Turn every smartphone into a key without buying extra licenses.
•	 Supports up to 5,000 Bluetooth credentials per controller
•	 No per-card fees or subscription add-ons
•	 Issue, revoke, and update credentials instantly from your web interface
•	 Scale access control without the overhead of printing or distributing physical cards
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LumiCloud: Scalable Security Without Limits
LumiCloud gives you the power to scale without boundaries. Manage any number of doors, 
users, and sites from a single interface while linking access events directly with camera footage 
for complete visibility. Whether you are running a small office or a nationwide enterprise, 
LumiCloud ensures your security grows with you.

•	 Unlimited Scalability: 
Add doors, users, and sites 
with no limit.

•	 Video + Access Unified: 
Link camera footage to 
every door entry for faster 
verification and stronger 
investigations.

•	 Centralized Management: 
Control multiple locations 
from anywhere with a single 
cloud login.

Retail

Logistics & Warehousing

Control backroom access and link 
entries to video for loss prevention.

Commercial
Scale from single offices to 
enterprise campuses with 
centralized management.

Track employee movement and protect 
high-value inventory in real time.

LumiViewer: Control 
Access From Anywhere

Where it Fits

Bulk Card Enrollment

Take full control of your site with 
LumiViewer on desktop or mobile.

•	 Instant Alerts 
•	 Remote Unlock
•	 Data at Your Fingertips

Simplify credential management and save time by enrolling cards in bulk. Luminys card readers 
can register multiple credentials from one location.
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Products at a Glance

Access Control Diagram

WEB ACCESS CONTROLLERS

C-2PA – 2-Door Web Access 
Controller

•	 Built-in web server
•	 PoE or 12 VDC power
•	 1,000 users, 300,000 records
•	 Scale up to 30 doors with 

sub-controllers
•	 Unlock with Bluetooth or 

physical keys (card or fob 
sold separately) 

•	 5,000 Bluetooth credentials 
included per controller

•	 Optional LumiCloud 
subscription for unlimited 
scalability

ACCESS READERS

Vandal-Proof Keypad 
Reader

Bluetooth Access 
Reader

Mullion Keypad Reader Waterproof Reader 

•	 MIFARE Cards + PIN
•	 IK08
•	 Tamper Alarm

•	 Mobile App
•	 MIFARE
•	 RS-485/Wiegand
•	 IP66

•	 MIFARE + PIN
•	 Slim Form Factor
•	 IP66

•	 MIFARE
•	 Buzzer + Indicator
•	 IP66

SUPPORTING ACCESSORIES

USB Card Issuer Mifare NFC Cards  NFC Key Fobs 

•	 Plug-and-play card 
enrollment

•	 20 pcs/bag
•	 ISO/IEC 14443A

•	 20 pcs/bag
•	 ISO/IEC 14443A
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Bluetooth Credentials 
With No Extra Cost.
Turn smartphones into secure keys with no per-user 
license costs or hidden fees. Every controller includes 
up to 5,000 Bluetooth credentials.

Start local with up to 30 doors per controller 
cluster. As you grow, LumiCloud lets you add 
and manage hundreds of doors and multiple 

sites from a single interface.

LumiViewer 
Remote unlock and monitoring

Main Controller 
Base unit with PoE & mobile credential support

PoE Switch 
Controllers powered directly by PoE

Offsite Controllers Connected Via LumiCloud
Scale Beyond 30 Doors

LumiCloud NVRs

Internet

Bluetooth Access Reader Access Reader

CAT5e

RS-485

I / O

Sub Controller

Network Camera


